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Randomness

Given a string of bits X, can we determine if X is random?
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Randomness

Problem
Given a string of bits X, can we determine if X is random?

Hypothesis Testing
Write X := X1 Xz... Xp. If X is random, then for all i € [n], X; ~ Bern(%)
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Randomness

Problem

Given a string of bits X, can we determine if X is random?

Hypothesis Testing
Write X := X1 Xz... Xp. If X is random, then for all i € [n], X; ~ Bern(%)

v

Frequency Test (NIST)

Define S, = X1 + X5 + ... + X;,. By Central Limit Theorem, for large
enough n (too big), S, — N(5, 7). Performing a z-test, we can compute
the probability for the value of S, occurring.

A\
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Randomness

Problem
Given a string of bits X, can we determine if X is random?

Hypothesis Testing

Write X := X1 Xz... Xp. If X is random, then for all i € [n], X; ~ Bern(%)

v

Frequency Test (NIST)

Define S, = X1 + X5 + ... + X;,. By Central Limit Theorem, for large
enough n (too big), S, — N(5, 7). Performing a z-test, we can compute
the probability for the value of S, occurring.

A\

Can we do better?
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Concentration Bounds

Chernoff-Hoeffding Bounds

Let X = >"7 ; X;, where X; are independent random variables distributed
in [0,1]. Forall t >0,

PriX > E[X] + ] < e 28/7
PrIX < E[X] — t] < e 2°/n
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Concentration Bounds

Chernoff-Hoeffding Bounds

Let X = >"7 ; X;, where X; are independent random variables distributed
in [0,1]. Forall t >0,

Pr{X > E[X] + t] < e 2/
PrIX < E[X] — t] < e 2°/n

Frequency Test
Recall Sy =3¢ Xi where X; ~ Bern(3). Then E[X] = 2, so
Pr|Sn — 3| > t] < 2e72°/n For o € (0,1), take t = v/ 5(log2 —log ).

The probability S, is farther than t away from 7 is less than a.

| A\

\
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Concentration Bounds

Block Frequency Test

Let X be a bit string of length n x m. Write X = X ... X}, where X is a
substring of length m. Let m; = 1 2Ly Xjj be the proportion of bits in X;
that are 1. Then S =4m) " ;(m; — 3)? is a x? distribution.

July 17, 2025
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Concentration Bounds

Block Frequency Test

Let X be a bit string of length n x m. Write X = X ... X}, where X is a
substring of length m. Let m; = 1 2Ly Xjj be the proportion of bits in X;
that are 1. Then S =4m) " ;(m; — 3)? is a x? distribution.

v

Chernoff Bounds (x?)

Let Y; = 27:"/%’", so S =37, Y?. Applying Chernoff bounds,

My,(A) < (1=2)0)72  Ms()) < (1—2X)""/2
Pr[S > 1] < miny e (1 — 20) 772 = (£)"/? eln=0)/2

.
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Concentration Bounds

Block Frequency Test

Let X be a bit string of length n x m. Write X = X ... X}, where X is a

substring of length m. Let w; = % j"’:l Xijj be the proportion of bits in X;

that are 1. Then S =4m) " ;(m; — 3)? is a x? distribution.

Chernoff Bounds (x?)

Let Y; = 27:% so S =", Y? Applying Chernoff bounds,

My(3) < (1—2))7Y2  Ms()) < (1 —2)) ">
Pr[S > t] < miny e (1 — 2X)~"/2 = (£)"/? g(n=1)/2

Problem

Notice m is not included in the bound. For X2 tests, this scales with class
count, but not string length.

—=—=—————=— - ~
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Extractors

Definition

The statistical difference between two random variables X, Y is
A(X,Y) = %|X —Y|1. X and Y are e-close if A(X,Y) <e.
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Extractors

Definition
The statistical difference between two random variables X, Y is
A(X,Y) = %|X —Y|1. X and Y are e-close if A(X,Y) <e.

.

Definition

Let X be a random variable.

The Shannon Entropy is Hsy(X) = Eyx[— log Pr[X = x]].
The min-entropy is Hoo(X) = miny(—log Pr[X = x]).

N
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Extractors

Definition
The statistical difference between two random variables X, Y is
A(X,Y) = %|X —Y|1. X and Y are e-close if A(X,Y) <e.

.

Definition

Let X be a random variable.
The Shannon Entropy is Hsy(X) = E,x[— log Pr[X = x]].
The min-entropy is Hoo(X) = miny(—log Pr[X = x]).

N

Definition

A random variable X is a k-source if Hoo(X) > k, or Pr[X = x] < 27K,
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Extractors

Definition

The statistical difference between two random variables X, Y is
A(X,Y) = %]X —Y|1. X and Y are e-close if A(X,Y) <e.

.

Definition

Let X be a random variable.

The Shannon Entropy is Hsy(X) = Eyx[— log Pr[X = x]].
The min-entropy is Hoo(X) = miny(—log Pr[X = x]).

Definition

A random variable X is a k-source if Hoo(X) > k, or Pr[X = x] < 27K,

Definition

Ext : {0,1}" x {0,1}9¢ — {0,1}™ is a (k, ¢)-extractor if for every
k-source X, Ext(X, Uy) is € close to Up,.

™7 i = = et
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Randomized Re-Bucketing Extractor

Random seed (d bits) [ Input sample (n bits) ]

Super-blocks )l | [ 2D Il

I. Local entropy equalizer
(implement with 2 streams)

II. Global entropy equalizer
(implement with 2 streams)
I

Blocks
: IIL. Local extraction

(implement with 1 stream)

< fraction of blocks — |
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Implementation

Definition

ao a1 a2 ag
1 a a1 a Aij = Air1j+
_2 d—1 40 a1
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Implementation

Definition

a0 dy d2 as
1 a a1 a Aij = Air1j+
_2 d—1 40 a1

Property 1

Toeplitz matrices over [F> form a family of universal hash functions.
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Implementation

Definition

40 dy d2 as
1 a a1 a Aij = Air1j+
_2 d—1 40 a1

Property 1

Toeplitz matrices over [F> form a family of universal hash functions.

Property 2

An m x n Toeplitz matrix is generated by a m + n — 1 dimension vector.

X
AGFT " W:(al—m7"'aam+n—l)
Av = @ ViWi.itm
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Compression Testing

Source Coding Theorem (Shannon)

For a constant stream of bits, the maximum compression ratio
asymptotically approaches the Shannon entropy of the source.
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Compression Testing

Source Coding Theorem (Shannon)

For a constant stream of bits, the maximum compression ratio
asymptotically approaches the Shannon entropy of the source.

Fix some computable sequence f : N — {0,1} and proportion p € [0, 1].
Use f to poison a bit string X := Xj ... X,, generating Y := Y1...Y,,

) Xi  with probability p
" | £(i) with probability 1 — p
1

We expect Hsp(X) = n and Hsy(Y) = nHp(=52). Expect |compress(Y)|
to be similar to Hsp(Y).
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Compression Testing

Setup
Extract seed from 2.6GB of audio files using BIWZ extractor.
Extract data from 64GB movie file with RRB extractor and seed.

Poison extracted data using a fixed sequence.
Compress poisoned file with xz and zpaq at max setting.
Run NIST tests on poisoned file.
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Compression Testing

up

@ Extract seed from 2.6GB of audio files using BIWZ extractor.
o Extract data from 64GB movie file with RRB extractor and seed.
@ Poison extracted data using a fixed sequence.
@ Compress poisoned file with xz and zpaq at max setting.
@ Run NIST tests on poisoned file.
v
Compression Ratio vs Poisoned Bits
IER ) EE
I
g E "1 — thue_morson - xz
5 oa © —— thue_morson - zpaq
rudin_shapiro - xz
0.2 1 —— rudin_shapiro - zpaq
02 paper_folding - xz
—— paper_folding - zpaq
. 0.0 === shannon Entropy
s Y o Py Py oo 0 20 40 soson 01 60 80 100
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Conspiracy

RRB Parameterization

Given a bit string of length 67,108,864 (8 MiB), split it into 50 substrings.
Run the NIST test suite on each substring. The program takes an
unusually long time computing a DFT (Discrete Fourier Transform).

Truncating the string to 50 x 1,000,000 bits, the tests run instantly.
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Conspiracy

RRB Parameterization

Given a bit string of length 67,108,864 (8 MiB), split it into 50 substrings.
Run the NIST test suite on each substring. The program takes an
unusually long time computing a DFT (Discrete Fourier Transform).

Truncating the string to 50 x 1,000,000 bits, the tests run instantly.

Lightning Strikes!
67108864 |
50

It turns out |
length n = p1p>...px, NIST's DFT runs in O(n)_, pi). This is around
O(nlog n) if n has many factors, but O(n?) if n is prime.

= 1342177 is a prime number. For a bit string of
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Conspiracy

RRB Parameterization

Given a bit string of length 67,108,864 (8 MiB), split it into 50 substrings.
Run the NIST test suite on each substring. The program takes an
unusually long time computing a DFT (Discrete Fourier Transform).

Truncating the string to 50 x 1,000,000 bits, the tests run instantly.

Lightning Strikes!

It turns out [ 87128804 | — 1342177 is a prime number. For a bit string of
length n = p1p>...px, NIST's DFT runs in O(n)_, pi). This is around
O(nlog n) if n has many factors, but O(n?) if n is prime.

Splitting the bit string into 64 substrings, or dropping a bit from each
substring resolves this problem.
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