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A proof is something that convinces me.
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"l can distinguish Coke

Protocol properties

Prover is truthful = P
(1/2)300 ~ 10—90

# particles in the uni-
verse ~ 100

Repeat protocol 300 times = dishonftpy)
succeeds with probability < (1,/2)30°

Prover is lying = Pr[sU

veri
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Proofs of Work, i.e. how does one mine Bitcoin?

h«— {hs: {0,1}* - {0,1}512}

Ehe New York Eimes

Bitcoin Uses More Electricity

ar

Than Many Countries. How
- Is That Possible?

In 2009, you could mine one Bitcoin using Today, you'd need a room full of specialized
a setup like this in your living room. machines, each costing thousands of
dollars.

reject
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Proofs of Sequential Work

“do a lot of work”

“parallelism does not help”

(can leverage interaction) {0,1}* — {0,1}%12

)

Mahmoody, Moran, Vadhan; 2013
Cohen, Pietrzak; 2018

Proofs of Sequential Work exist in the random oracle model.

Theorem 1

There is no black box construction of a Proof of Sequential Work
merely from the existence of collision-resistant hash functions.

reject



Thank you for your attention.

Questions, comments, ...7



