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verse ≈ 1080



Proofs of Work, i.e. how does one mine Bitcoin?



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

NO



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

Property
appears random to any potential attacker



Proofs of Work, i.e. how does one mine Bitcoin?

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

Property
appears random to any potential attacker



Proofs of Sequential Work

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

“do a lot of work”



Proofs of Sequential Work

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

“parallelism does not help”

“do a lot of work”



Proofs of Sequential Work

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

“parallelism does not help”

“do a lot of work”

(can leverage interaction)



Proofs of Sequential Work

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

“parallelism does not help”

“do a lot of work”

(can leverage interaction)

Mahmoody, Moran, Vadhan; 2013

Cohen, Pietrzak; 2018

Proofs of Sequential Work exist in the random oracle model.



Proofs of Sequential Work

h←−
{
hs : {0, 1}∗ → {0, 1}512

}

integer n

h(n) ends with 300 zeros?

reject

“1 bitcoin”

NO YES

“parallelism does not help”

“do a lot of work”

(can leverage interaction)

Mahmoody, Moran, Vadhan; 2013

Cohen, Pietrzak; 2018

Proofs of Sequential Work exist in the random oracle model.

Theorem 1

There is no black box construction of a Proof of Sequential Work
merely from the existence of collision-resistant hash functions.



Thank you for your attention.
Questions, comments, . . . ?


